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Evaluation of the Quantum Chernoff bound
The Quantum Chernoff bound [6] [7] limits the asymptotic error probability when multiple signals are sent at the object. The optimal asymptotic minimum probability of error as the number of trials n gets large, is given by p n (error) ≈ (1/2)Q n , where
To lowest order in η, b, we have
where I = k |k k| is the identity operator on the single photon subspace. Similarly, 
Just as in the iterated single shot case, eq.S4 implies the existence of two regimes for evaluating the quantum Chernoff bound, depending on whether η > b (good) or η < b (bad). The exact value of s that minimizes Q in the good regime depends on the ratio b/η. In the limit that b/η << 1, the minimum occurs for s → 1, and
Comparing the quantum Chernoff bound with the minimum error single shot bound above shows both bounds yield the same asymptotic error probability. Accordingly, as before, the optimal measurement needed to attain the quantum Chernoff bound is simply to count the number of signal photons in the state |ψ that return. In the good regime, if the object is there, such a photon will come back after 1/η trials on average, sooner than the 1/b trials expected if the object is not there.
When η < b, a photon that comes back is more likely to be a noise photon than a signal photon. As before, the η < b regime is the 'bad' regime where the signal to noise ratio less than one. Evaluating eq. S4 in this regime yields
(Note that η 2 /b >> ηb, b 2 , because b << 1.) Once again, the quantum Chernoff bound coincides asymptotically with the single shot minimum error rate: the optimal measurement is simply to count returning photons in the state |ψ to see if the number of photons returned is significantly different from the number expected if only thermal radiation were received. Here, because of the low signal to noise ratio, the signal gives only a small shift in the average number of received photons, and ≈ 8b/η 2 photons must be sent to detect the object with high probability. The quantum Chernoff bound for the entangled case is determined by the quantity,
. The roots of the density matrices can be evaluated and are only slightly more complicated than before:
Taking the trace of ρ
, we obtain
S10
Eq.S10 confirms that the effect of entanglement is to reduce the effective noise from b to b/d. Comparing the quantum Chernoff bound for entangled states, eq.S10, with the quantum Chernoff bound for unentangled states, eq.S5, we see that there are once more two regimes. The good regime now occurs when ηd/b > 1. In this regime, the quantum Chernoff bound is Q ≈ 1 − η S11
in the limit ηd/b >> 1, s → 1. Comparing the entangled case to the unentangled case above, we see that the quantum Chernoff bound is the same in the good regime in both cases, but the good regime extends d times further in the entangled case than in the unentangled case, where the good regime occurred for d/b > 1. The bad regime for the entangled case occurs for ηd/b < 1. In this case the quantum Chernoff bound occurs for s ≈ 1/2 and is
Comparing with eq.S6 for the quantum Chernoff bound in the unentangled bad regime, we see that the entangled bound is d times better than the unentangled bound: quantum illumination reduces the number of trials needed to detect the object by a factor d. Entanglement effectively enhances the signal to noise ratio by the degree of entanglement, even in the bad regime.
For the microcanonical noise model given in the text, if the object is there, a signal sent out in the state |ψ comes back to the detector in the state η|ψ ψ|+(1−η)I S /D. Applying the same analysis as above, both for repeated minimum error probability measurements and for the quantum Chernoff bound, yields a good regime when ηD > 1. In this case, O(1/η) measurements need be performed to detect the presence of the object. In the bad regime ηD < 1, O(8/Dη 2 ) measurements are required.
When we send out half of an entangled state |ψ SA = (1/ √ D) k |k S |k A , then if the object is not there, then the state at the detector is the fully mixed state for signal and ancilla, I S /D⊗I A /D. If the object is there, the received state is η|ψ SA ψ|+(1−η)aI S /D⊗ I A /D. Applying minimum error probability and quantum Chernoff bound analysis yields a good regime when ηD 2 > 1. In the bad regime, when ηD 2 < 1, O(8/D 2 η 2 ) measurements are required. Once again, entanglement enhances sensitivity by a factor of D = 2 m , where m is the number of bits of entanglement.
Measurement
The measurements required to perform quantum illumination require the detection of an entangled state. Although such measurements are difficult to perform, they are possible in principle [14] [15] and have actually been carried out in practice in entangled photodetection experiments it [15] . Here, we briefly review the physics behind such measurements.
Take the case where the entangled input state |ψ SA is the single-photon pair output of a spontaneous parametric downconverter. In this state, the signal and idler modes are anticorrelated in momentum, so that ω S k + ω I k = ω, where ω is the pump frequency. In addition, because of the form of the entanglement, the signal and idler modes are correlated in time of arrival. If the delay is the same for signal and idler, they will arrive at the detector at the same time: the accuracy of this coincidence is greater than attainable by unentangled photons [14] [15] . (If the distance to the object is unknown, then the delay for the idler may need to be swept in the course of the experiment.)
To check if the two returning photons are in the state |ψ SA , one needs to verify both frequency anticorrelation and time of arrival correlation between the photons. More explicitly, the entangling measurement on signal and ancilla must verify that signal and ancilla frequencies sum to ω, without distinguishing between the different modes k; and photodetection must be carried out to check that both signal and ancilla arrive at the detector at the same time [14] [15] . These conditions are met when the detector consists of an ensemble of atoms which can only make two-photon transitions with sum frequency ω. Because of the positive correlation in time of arrival, the absorption rate of the two entangled photons is linear in the photon flux density rather than quadratic [14] -the entangled state is much more likely to induce such a transition than an unentangled state. The ensemble can then be queried using, e.g., fluorescence to determine if a two-photon transition has taken place [15] . Note that such two-photon detection retroactively postselects the single photon pair state out of the spontaneous parametric amplifier output state in the low flux regime. Experimental demonstrations of such two-photon transitions [15] do indeed exhibit enhanced temporal resolution. As we have shown, such measurements should also exhibit enhanced signal-to noise ratio due to quantum illumination.
The effect of quantum illumination is reminiscent of, but distinct from, existing uses of entanglement and squeezing to enhance signal to noise ratio, e.g., noiseless signal amplification [4] [5] [6] . Quantum illumination puts entanglement to a different use from its employment in such techniques. Rather than using squeezing and entanglement to avoid amplifying zero-point oscillations, quantum illumination uses entanglement effectively to 'tag' a signal photon, thereby enhancing the ability to discriminate such photons from noise photons. Unlike techniques that use entanglement to enhance the accuracy of measurement [7] , quantum illumination actually works better in the presence of large amounts of noise and loss.
